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Introduction to the Gemalto .NET 2.0 Card

The purpose of this document is to provide a quick reference guide for the installation and
basic configuration of Microsoft Certificate Services, This document is NOT a comprehensive
guide on Microsoft Certificate Services, it just proposes a basic setup to enable enrollment of
certificates on Gemalto .NET 2.0 Smart Cards. For further information on Microsoft Certificate
Services, please refer to Microsoft's documentation.

Gemalto .NET smart cards run a streamlined version of the .NET Framework in order to
provide customizable two-factor authentication and full cryptographic capabilities seamlessly
within the Windows® environment. Now, organizations can easily leverage Gemalto’s
advanced smart card technology to secure their networks from end to end using a variety of
security technologies to meet their needs while dramatically reducing implementation costs
and complexity.

Gemalto .NET smart cards are natively supported in Microsoft Vista. For Windows 2000, XP
and Server 2003 they are integrated with Microsoft's Base Smart Card Cryptographic Service
Provider (CSP) Package, which is available for download via Windows Update.

As a result, users do not need to install any proprietary middleware to use the Gemalto .NET
Card.

Gemalto .NET smart cards are also compatible with Microsoft’s Identity Lifecycle Manager
(ILM), a policy and workflow solution for management of the lifecycle of digital certificates and
smart cards.

Thanks to this high level of integration with Microsoft's Operating Systems and smart card
related security solutions, Gemalto .NET smart cards offer the easiest and most cost efficient
solution for implementation of a strong two-factor security infrastructure.

The Gemalto .NET 2.0 smart card architecture also provides an open platform for the
development and implementation of a wide range of security solutions. It works as a
seamless companion to the Microsoft .NET environment and service oriented architectures to
provide support for on-card applications and services within the Windows® environment and
to empower application developers through features such as advanced memory
management, high security, and tight language integration.
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Introducing the Windows Smart Card Framework archit ecture

Architecture Overview

In the past, smart card vendors made and maintained a monolithic Cryptographic Service
Provider (CSP) for their own smart cards. Vendors had to write complete, custom, software
CSPs to enable smart card scenarios for their cards.

The new Windows Smart Card Framework architecture is layered to separate the basic
reuired cryptography components at the top from the unique smart card hardware interfaces
at the bottom; the unique hardware-specific interface for a given smart card receives the
name of Minidriver (formerly called Card Module) and takes the form of a Dynamic Link
Library (dll). Minidrivers leverage the common cryptographic components now included in the
Windows platform.

This new architecture has been implemented in the Crypto APl Next Generation (CNG) as
part of the Microsoft Windows Vista™ OS, and is called the Microsoft Smart Card Key
Storage Provider (KSP).

The cryptography for smart cards has also been implemented in the legacy Crypto API
(CAPI) for Windows 2000 SP4, XP SP2 and Server 2003 SP1, and is known as the Microsoft
Base Smart Card Cryptographic Service Provider (Base CSP). The Base CSP is not
supported natively in these legacy Operating Systems, but it is available as Microsoft
Windows Update # KB909520.

NOTE: The Microsoft Base Smart Card Cryptographic Service Provider should not be confused with the “Microsoft
Base Cryptographic Provider v1.0”, which is the default, non—smart card software CSP in Windows.

Base CSP and KSP provide the common software cryptographic portions, while the
MiniDriver of a given smart card compliant with this architecture simply plugs in to provide
access to the hardware and software of that particular smart card. Figure 1 illustrates the two
Smart Card CSP architectures.

From an application developer perspective, the Base CSP, KSP and Minidriver interfaces
provide a common way to access smart card features, regardless of the card type.

For users, the new architecture includes support for all preexistent smart card scenarios, and
it also provides new tools for the management of the Personal Identification Number (PIN).
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Figure 1: Microsoft Base Smart Card CSP vs. Vendor-  Specific Custom Smart Card CSP
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Installing Microsoft Certificate Services

Prerequisites

Prior to the installation of Microsoft Certificate Services, you shall verify your system complies
with the following required components:

EE Fully patched Windows 2003 Server
o Configured as an Active Directory domain controller
o lISinstalled

B Must have administrative privileges to the server.

EE Know the common name for Microsoft Certificate Authority to be defined during the
CA installation.

EE Microsoft Base Smart Card Crypto Service Provider (Base CSP) installed

EE A PC/SC compliant Smart Card Reader (USB, Serial or PCMCIA)

Installation

1. Click Start/Control Panel
2. Select Add or Remove Programs

3. In left panel, select Add/Remove Windows Components

S Add or Remove Programs ;Iglil
Currently installed programs: Sort by: IName 'I

Add Mew
Programs
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4. Check Certificate Services
Click Next

Windows Components Wizard

wWindows Components
You can add or remove components of Windows.

To add ar remove a component, click the checkbox A shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details,

LCompaonents:

Accessories and Utilities 4 5 ME ﬂ
| ﬁ.&pplication Semnver 246 ME
W - Certifi e : 1.4 ME
[l E-mail Services 1.1 MB
[ 1 ¢34 Fax Servires e |

Deszcrphion:  Inztalls a certification authority [CA) to iszue certificates for uge with
public key zecurity programs.

Taotal dizk zpace required: 36 ME Details |
Space available on disk: E9E5E.5 ME =

< Back I MHest = I Cancel | Helg |

5. Select Enterprise Root CA Type
Click Next

Windows Components Wizard

CA Type
Select the tppe af CA pau want to set up.

" Enterprise subordinate Cf
£ Stand-alone root Cé
" Stand-alone subordinate i

Dezcription of CA type
The most trusted C in an enterprise. Should be installed before any other Ca.

[ Use customn setings to generate the key pair and Ca cerificate

¢ Back I Mewut » I Cancel Help
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6. Accept Warning
Click Yes

Microsoft Certificate Services |

' After inskalling Certificate Services, the maching name and domain membership may nok

u be changed due to the binding of the machine name ko C4 information stored in the
Bikive Direckary, Changing the machine name or damain membership would invalidate
the certificates issued From the CA, Please ensure the proper maching name and
dornain membership are configured before installing Certificate Services., Do wou wank
ko conkinue?

7. Define Common Name for Certificate Authority (CA)
Click Next

Windows Components Wizard

CA ldentifying Information
Enter infarmation to identify thiz Ch,

Commaon name for thiz Ch;

Diztinguizhed name suffis:
DC=DemoPC.0C=com

Presvies of distinguizhed name:
Ch=DC=0emoPC DC=com

W alidity period: Ewpiration date:
5 Jveas | 11/30/2010 10:33 AM

¢ Back I Mewut » I Cancel Help
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8. Select Next to accept Certificate Database Settings

Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate database, databasze log, and configuration
infarrnatian.

LCertificate databaze:

Certificate databaze log:

[~ Store configuration information in & shared folder
Shared folder:

IE:'\WINDD'W'S Sapztem32WCertlog Browse. |

Browse. ..

I Browse,

[T Ereserve eristing cerfificate database

< Back I MHest = I Cancel

Help

9. Installation will Configure Components

Windows Components Yizard

Configuring Components
Setup iz making the configuration changes pou requested.

'-I"" Pleaze wait while Setup configures the components. This may take
geveral minutez, depending on the components selected.

Statuz:  Building file list..

< Back i [=E e

Helm |
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10. Accept the prompt to temporarily stop ISS
Click Yes

Microsoft Certificate Services %]

To complete the installation, Certificate Services must temporarily stop the Internet Information Services, Do you
[ want ko stop the service now?

11. Installation Complete
Click Finish

Windows Components Wizard |

Completing the Windows
Components Wizard

You have successfully completed the ‘Windows
Components ‘wizard.

Ta cloze thig wizard, click Finish.

< Black

Hielp |
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Configuring Microsoft Certificate Authority
The following certificate templates need to be published by the CA:

B Enroliment Agent:  An enrollment agent certificate needs to be issued to any user
who will request smart card certificate on behalf of another user during issuance

BE Smart Card User: Any user issued a certificate based on this template may use it for
Smart Card Logon, Client Authentication, secure email.

BE Smart Card Logon: Any user issued a certificate based on this template may use it
for Smart Card Logon

Follow the steps described below in order to do it:

1. Click Start/Administrative Tools/Certification Authority

{® Certification Authority — ol x|

File Action Wiew Help

s mB@ > .

"L Mame | Description |
Demac A Apemacs Certification Autharity

11 Gemalto .NET 2.0 Smart Card Certificate Enroliment using Microsoft Certificate Services

gemalto™




2. Expand defined CA
=]

File  Action Wiew Help
= |mE 2 r .
_ Al Marme I Description
DemoCh FAemaca Certification Authariby
1 Revoked Certificates
] Issued Certificates
1 Pending Requests
|1 Failed Requests

------ [2 Certificate Templates

3. Right-click Certificate Templates and Select New
Select Certificate Template to Issue
Select Enrollment Agent
Select OK to add

M Enable Certificate Templates 7] x|

Select ane or more Certificate Templates to enable an thiz Certification Authariby

Mame | Intended Purpose -
B swtherticated S ession Client Authentication

& Exchange Private Key Archival

CEP Encryption Certificate Request Agent

Code Signing Code Signing

Crazs Certification Autharity <Al —

{E nrallment Agent ertificate Regquest A

Enrollment Agent [Computer] Certificate Request Agent
Exchanage Enmallment Agent [Offline request]  Cerificate Request Agent

Exchange Signature Only Secure Email
Exchange User Secure Email
Frd 1PS e IP aacuribn IKF intermediste LI
(] I Cancel |
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4. Right-click Certificate Templates and Select New
Select Certificate Template to Issue
Select SmartCard Logon
Select OK to add

Il Enable Certificate Templates ed |

Select one or more Certificate Templates to enable on this Certification Authority

Hame | Intended Purpoze | :l
IPSec IP zecurity IKE intermediate

IFSec [Offline request) IF zecurity IKE intermediate

K.ey Recovery Agent K.ey Recovery Agent

R&S and [45 Server Client Authentication, Server Authentication

R outer [Offline request] Client Authentication

iartcard Logon Client Authenti Srnart Card Logon
Smartcard User Secure Email, Client Authentication, Smart Card Logon
Trust List Signing Microsaft Trust List Signing
|Jzer Signature Only Secure Email, Client Authentication
Wiork station Authentication Client Authentication

(1] 4 I Cahcel

5. Right-click Certificate Templates and Select New
Select Certificate Template to Issue
Select SmartCard User
Select OK to add

Ml Enable Certificate Templates 2 x|

Select one ar more Certificate Templates to enable on thiz Certification Authority

M arne | |ntended Purpoze | ;l

Euchange User Secure Email

IPSec IP security [KE intermediate

IFSec [Offline request) IF zecurty IKE intermediate

Key Recovern Agent Key Recovern Agent

R&S and 145 Server Client Authentication, Server Authentication

Frouter [Offline request) Client Authentication

artcard Ueer e Email, Cl b Lithen n. Smart Card Logon

Trusgt List Signing Microzaft Trust List Signing

Idzer Signature Only Secure Email, Client Authentication

Workstation Authentication Client Authentication G

k. I Cancel
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6. Launch IE and browse to http://localhost/certsrv
Select a task: Request A Certificate

icrosoft Certificate Services - Microsoft Internet Explorer

=l=| x|
Fle Edit View Favorites Tools Help ‘ aw
(Back - ) - (%] 2] 2| ) Search ' Favortes oF Meda & | - L 5
Address [&] hetp: fflocalhostjcertsrv

=] B e |unks >

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks

Yau can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
wiew the status of a pending request

Faor more infarmation about Certificate Services, see Celificate Services Documentation
Select atask:
Request a certificate

View the status of 4 pending certificate request
Download g CA certificate, certificate chain, or CRL

[&] Done

- |
[ [ [ &3 local intranet

7. Select advanced certificate request

2 Microsoft Certificate Services - Microsoft Internet Explorer

== x|
Fle Edt Yiew Favorites Tools  Help ‘ F -
@DBack ~ ) - [*] 2] 0|0 search o Favorkes oF Medis £ | 0~ L (5

address [&] hetp:yilocalhost fcertsryjcertrqus. asp

Microsoft C

B |unks >
=

Request a Certificate

Select the certificate type
User Certificate

Or, submit an advanced certificate request

[&] Done

=
I T
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8. Select Create & Submit Request to this CA

crosoft Internet Explorer =] x|
File Edit Wiew Fawvorites Tools  Help ‘ #
@back + ) - ¢ 2] 0| 0 ssarch oFavorkes W Meda €| 0 L B
Agess [] hitps flocalhost certsrvjcertropd.asp EiEEREE

N

Advanced Certificate Request

The policy of the CA determines the types of certificates you can reguest. Click one of the following options to:
Create and submit a request to this CA

Submit a cedificate request by using a base-84-encoded CMC or PKCS #10 file, or submit & renewial request by using a base-64-encoded
PKCS #7 file

Eequest a cetificate for a smart card on behalf of another user by using the smart card certificate enrollment station
Mote: You must have an enrollment agent certificate to submit a request on behalf of another user.

E
2] hetp:iflocahostcertsrvjcertrost. asp [ [Nd ocalintranet
9. Within Certificate Templates drop-down box — Select Enroliment Agent
osoft Internet Explorer ==l =]
File  Edit  View Favorites  Tools  Help ‘ &
QBack - ) - [x] @] (0| O search % Favortes @ Meda £ | (1- L B
Address [ €] httpijflocahost fcertsrv/certrama,asp =B ‘Links »

Advanced Certificate Request

Certificate Template:

Enrolliment Agent LI
Administrator |

Key Options: Basic EFZ
EFS Recovery Agent

ing key set

CcSP [Smartcard Logon wider v1.0 =
Smartcard User
Key Usage: |Uger

Subordinate Certification Authority
M

Key Size 2 1024 2042 4096 2192 16384 )
eb Server

& Automatic key container name 1 User specified key container name
¥ Mark keys as exportable

I Export keys to file
[ Enable strang private key protection

™ Store cedificate in the local computer certificate store
Stores the cerificate in the local computer store
instead of in the user's certificate store. Does not
install the root CA's certificate. You must be an
adrnistrator to generate or use a key in the Jocal
machine store. e

Additional Options:
Reguest Format: & CWIC “ PKCS10

Hash Algorithrm ISHA—1 'I

Only used to sign request.

[~ Save request to a file

=l
& N T —
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10. Within Key Options section
Create new key is selected

Microsoft Enhanced Cryptographic Provider v1.0
Click Submit

11. Within Additional Options  section accept default settings

a Microsoft Certificate Services - Microsoft Internet Explorer

=17l
Fle Edit View Favorites Tools  Help ‘ >
@ Back - ) - [x] 2] (0| search Favortes & Media £ | [0 L
Address |@ Hittp: fflocalhost feertsry/certrama, asp

=l Edeo [unks >

Microsoft

Advanced Certificate Reguest

Certificate Template:

|Enro|lment Agent j

Key Options:

@ Create new key set

" Use existing key sat

CspP

Key Usage: & Signature

. hiin: 384
Key Size |1DQ4 Mas 1§agg [COMmen key sizes: 512 1024 2048 4088 182 15384 )

@ Automatic key container name " User specified key container name

I~ Mark keys as exportable
™ Enable strong private key protection

[ Store cedificate in the local computer certificate store
Stores the certificate in the local computer store
instead of in the user's certificate store. Does not
install the root CA's certificate. You must be an
adrainistrator to generate or wse & Key in the Jocal
machine store.

| Options:

Request Format. & CWMC € PKCS10

Hash Algorithm ISHA—1 'I

Only used to sign request.

™ Save request to a file

[ =
&

=l
I S e
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12. The Enrollment Certificate has been issued. Select Install this certificate

Z} Microsoft Certificate Services - Microsoft Internet Explorer

_ = x|
File Edit View Favorites Tools Help ‘ ”
e Back - \‘) - B @ \._/b ‘ ,O Search ‘;’L(‘Favorites o Media &£ ‘ L{;\]v & =

Address IE http://localhost/certsrvfcertfnsh. asp

Microsoft Cetific

j Gn |L|nks >

Certificate Issued

The certificate you requested was issued to you

Install this certificate

|@ Done

El
’7 ’7 ’7 |‘d Local intranet

13. Select Yes to accept Potential Scripting Violation

Potential Scripting Yiolation

X
": This Web site is adding one ar more certificabes ta this computer, Allowing an untrusted Web site ta update your
*

certificates is a securiby risk, The Web site could install certificates you da not krust, which could allaw programs that
wiou dio ok brusk b run on this computer and gain access to your daka,

Do wou wank this program ko add the certificates now? Click es if vou trust this Web site, Otherwise, click Mo,

Yes
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14. Successfully generated and installed required Enrollment Certificate

Z} Microsoft Certificate Services - Microsoft Internet Explorer

=181 %]
File Edit ‘Wiew Favorites Tools  Help ‘ ,@
Qback - O - [x] 2] @ | ) Search 7 Favartes @ Media £ | Qv e
Address @http:NlocaIhastfcertsrvfcertrmnn‘asp j Ga ‘Links &2

Microsoft Certificat

Certificate Installed

Your new cartificate has been successfully installed.

=
[ETome R

The enroliment agent certificate must be issued to those users who will be requesting smart card
certificates on behalf of other users, and needs to be installed in the local user store of the client

computer from where the requests will be initiated. Alternatively this certificate and associated keys
can reside on a smartcard
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Issuance of a User Certificate on a Gemalto .NET Sm art Card

1. Ensure that the Base CSP package has been downloaded and installed on the client
machine where the smart card user certificate will be issued. For the Gemalto .NET
smart card there is no additional software that needs to be installed.

Enrollment of smart card certificates via Base CSP from a CA installed on Windows Server 2003
HII'IE works on Windows 2000 and Windows XP clients through a certificate enrollment component called
|

xenroll . However on Windows Vista xenroll has been deprecated and replaced by a new component
called certenroll . Unfortunately, certenroll is only compatible with Microsoft Longhorn Server, but not
with Windows Server 2003.

A workaround solution to enable enrollment of smart card certificates on a Vista client from a CA
running on Windows Server 2003 is described in KB922706. Is is however not a straight forward
solution.

Microsoft is working on the issuance of an update to Windows Server 2003 SP2 and to ship the
updated web enrollment pages as soon as possible. The new pageswill have the logic to identify the

client OS and use XEnroll or CertEnroll depending on the version making it seamless for the user or
administrator.

2. Launch IE and browse to http://localhost/certsrv
Select Request A Certificate

2l Microsoft Certificate Services - Microsoft Internet Explorer

== x|
Fle Edit View Favorites Tools  Help ‘ o
@Back ~ o) - [*] @] 0| search i Favorites @ Media € | C0- i B
address [&] http:jjlocalhost/certsrv/

=] Edee |unks >

Microsoft Certifica

- DemoCA

Welcome

Ise this WWeb site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your

identity to people you communicate with over the VWeb, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks.

You can also use this Yweb site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
wiews the status of a pending request

For more information about Certificate Services, see Ceddificate Services Documentation

Select atask:
Reguest a certificate
Wiew the status of a pending certificate request
Download g CA certificate, certificate chain, or CRL

=l
@Yoe T
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3. Select advanced certificate request

crosoft Internet Explorer

Ele Edt View Favorites Iools

== x|
Help | &
DBack ~ ) - [*] 2] 0| Search o Favorkes &% Media £ | 0~ L
Address |@ Hittp: fflacalhostfcertsey fcertrqus. asp

=] B |unks >

Microsoft Certi

Request a Certificate

Select the certificate type
User Certificate

Or, submit an advanced cerfificate request.

[&] pone

=
[0 [ Rt

4. Select Request a certificate for a smart card on behalf of

another user by using
the smart card certificate enrollment station.

te Services - Microsoft Internet Explorer

=11
File Edit Wiew Favorites Tools Help | o~
@back - ) - [ [2) 0| O search cFavorkes & Media € | (0 L B
address [&] nttp:(/localhast jcertarvicertrgad. asp | B | Links >*
=]
Advanced Certificate Request
The policy of the CA determines the types of certificates you can request. Click ane of the following options to
Create and submit a request to this CTA
Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit & renewal request by using & base-B4-encoded
PKCS #7 file
Request a cerificate for a smart card on behalf of another user by using the smart card certificate enrollment station
Mote: ¥ou must have an enroliment agent certificate to submit a request on behalf of another user.
|
&] http:/flocalhost certsrv/certroxt .asp

I e =T —
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5. Under Enroliment Options select Smartcard User as Certificate Template , and
select Microsoft Base Smart Card Crypto Provider  as the Cryptographic Service
Provider .

3 Microsoft Smart Card Enrollment Station - Microsoft Internet Explorer,

Elle Edit Wiew Favorites Tools Help #
Qe - @ [¥] [B] (b O sach Slpramies € (- 2 B
fddress | &] httpsif10.10.1. jcertsrujcertsces.asp v B ks

Microsoft Certific

Smart Card Certificate Enrollment Station

Enrollment Options:

Certificate Template:
Certification Authority: | GEMVMCA v

Cryptographic

Service Provider :xallllugrypttugrap:lc SSerwce PF‘ruwdder B
xalto Cryptographic Service Provider
s nifdg”;ft‘fﬁtc’ig_’ Gemplus GemSAFE Card CSP || [_Select Cetficate
ana Infi Base Smart Card CSP
Micro iz

mart Card Crypto Provider
yptographic Serice Provider
[iMo user sslected) H Select User .|

User To Enroll:

Status:

Please select a user ta enroll

&] B ntermer

Service Provider will present other options corresponding to several Monolitic CSPs. Some of them
correspond to other Gemalto products, identified uder the name of some of Gemalto’s former entities
(Axalto CSP, Gemplus Gemsafe CSP and even Schlumberger CSP). It is important to avoid the
mistake of choosing any of these monolithic CSPs for enrollment of certificates on a Gemalto .NET
card. The Gemalto .NET card is compliant with the Base CSP / Minidriver architecture and accordingly
relies on the Base CSP as its Crypto Service Provider.

HII!'E In addition to the Microsoft Base Smart Card Crypto Provider, the drop down menu for Cryptographic
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6. Click on the Select User button and choose the end user for the certificate

7. Insert a Gemalto .NET Smart Card into the Reader and click on the Enroll button
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8. The Smart Card PIN dialog box will pop up.
Enter the PIN of the Smart card and select OK

The Gemalto .NET v2 Smart Card default PIN Value is 0000

9. Upon successful verification of the PIN, the Smart Card will generate a Key Pair. The
private key is securely stored in the card itself whereas the public key is returned to
the Certificate Authority. The CA will then issue a certificate based on the public key
received from the card, and will store it in card completing the certificate enrolment
process.
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Gemalto .NET Utilities is a Web portal offering a set of tools that enable, among others, the
following operations:

PIN Management
Change PIN
Unblock PIN

Certificate Management
View on-card certificates
Delete certificate
Delete all certificates
Load P12 Key Pair (coming soon)

Card Management
Check Card Characteristics
Check active on-card services
Load a .NET Assembly

All these services are freely available and fully functional on Gemalto .NET cards. The only
restriction is that the card Administrative key must not have changed from its default value.

The Gemalto .NET v2 Smart Card default administrative key value is 0000..0000
(24 bytes, 48 digits long)

To use Gemalto .NET utilities visit www.netsolutions.gemalto.com and select the Utilities
menu
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Base CSP Microsoft Base Smart Card Crypto Service Provider

API Application Protocol Interface

CAPI Cryptography API

CNG Crypto API Next Generation

CSP Cryptographic Service Provider

PIN Personal Identification Number
KSP Key Storage Provider

CMS Card Management System

ILM Microsoft Identity Lifecycle Manager

1. Enterprise Smart Card Deployment in the Microsoft Windows Smart Card Framework
— Derek Adam, Microsoft, June’06
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