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Introduction to the Gemalto .NET 2.0 card

The purpose of this document is to describe PIN management use cases for the Gemalto
.NET card in a Microsoft Windows environment.

Gemalto .NET smart cards run a streamlined version of the .NET Framework in order to
provide customizable two-factor authentication and full cryptographic capabilities seamlessly
within the Windows® environment. Now, organizations can easily leverage Gemalto’'s
advanced smart card technology to secure their networks from end to end using a variety of
security technologies to meet their needs while dramatically reducing implementation costs
and complexity.

Gemalto .NET smart cards are natively supported in Microsoft Vista. For Windows 2000, XP
and Server 2003 they are integrated with Microsoft's Base Smart Card Cryptographic Service
Provider (CSP) Package, which is available for download via Windows Update.

As a result, users do not need to install any proprietary middleware to use the Gemalto .NET
Card.

Gemalto .NET smart cards are also compatible with Microsoft’s Identity Lifecycle Manager
(ILM), a policy and workflow solution for management of the lifecycle of digital certificates and
smart cards.

Thanks to this high level of integration with Microsoft's Operating Systems and smart card
related security solutions, Gemalto .NET smart cards offer the easiest and most cost efficient
solution for implementation of a strong two-factor security infrastructure.

The Gemalto .NET 2.0 smart card architecture also provides an open platform for the
development and implementation of a wide range of security solutions. It works as a
seamless companion to the Microsoft .NET environment and service oriented architectures to
provide support for on-card applications and services within the Windows® environment and
to empower application developers through features such as advanced memory
management, high security, and tight language integration.
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Introducing the Windows Smart Card Framework archit ecture

Architecture Overview

In the past, smart card vendors made and maintained a monolithic Cryptographic Service
Provider (CSP) for their own smart cards. Vendors had to write complete, custom, software
CSPs to enable smart card scenarios for their cards.

The new Windows Smart Card Framework architecture is layered to separate the basic
reuired cryptography components at the top from the unique smart card hardware interfaces
at the bottom; the unique hardware-specific interface for a given smart card receives the
name of Minidriver (formerly called Card Module) and takes the form of a Dynamic Link
Library (dIl). Minidrivers leverage the common cryptographic components now included in the
Windows platform.

This new architecture has been implemented in the Crypto APl Next Generation (CNG) as
part of the Microsoft Windows Vista™ OS, and is called the Microsoft Smart Card Key
Storage Provider (KSP).

The cryptography for smart cards has also been implemented in the legacy Crypto API
(CAPI) for Windows 2000 SP4, XP SP2 and Server 2003 SP1, and is known as the Microsoft
Base Smart Card Cryptographic Service Provider (Base CSP). The Base CSP is not
supported natively in these legacy Operating Systems, but it is available as Microsoft
Windows Update # KB909520.

NOTE: The Microsoft Base Smart Card Cryptographic Service Provider should not be confused with the “Microsoft
Base Cryptographic Provider v1.0”, which is the default, non—-smart card software CSP in Windows.

Base CSP and KSP provide the common software cryptographic portions, while the
MiniDriver of a given smart card compliant with this architecture simply plugs in to provide
access to the hardware and software of that particular smart card. Figure 1 illustrates the two
Smart Card CSP architectures.

From an application developer perspective, the Base CSP, KSP and Minidriver interfaces
provide a common way to access smart card features, regardless of the card type.

For users, the new architecture includes support for all preexistent smart card scenarios, and
it also provides new tools for the management of the Personal Identification Number (PIN).
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Figure 1: Microsoft Base Smart Card CSP vs. Vendor-  Specific Custom Smart Card CSP
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User PIN change

The PIN is the password the user will be asked to present whenever the card is being used
for a cryptographic operation (Windows log on, email signature, email encryption, VPN
access, etc.)

In order to allow users to change the value of their PIN, several tools are available to do so in
Windows Vista and in legacy versions of Windows, as described below:

Change a User PIN using Windows 2000, XP or Server 2003

The Smart Card Pin Tool is included as part of the downloadable Smart Card Base CSP
package (KB909520) available via Windows Update. It becomes available as soon as the

Base CSP package is installed on the machine.

To access to the Pin Tool simply select the Option Start/Run and type PinTool.

Smart Card PIN Tool

Change PIM |_|r-,|;.|.;..3k|

To change your Smart Card PIM, enter the old PIN and the
dezired new PIMN and press the Change PIN' button below.

Old BIN [ |

Mew PIM | |

Confirm Mew PIN | |

Cloze

Figure 2: Change PIN tab of the smart card PIN tool

To change the PIN the user inputs the current PIN Value, the new desired value and then
confirms the new value by introducing it a second time.

Hlmi The Gemalto .NET v2 Smart Card default PIN Value is 0000
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Change a User PIN using Windows Vista
In Windows Vista, users can change their smart card user PIN using the secure desktop.

The secure desktop is the most trusted context in the operating system. The most common
use of the Secure Desktop is the User Log on to Windows. However, it is also used for other
secure operations with user credentials, such as password changes and now smart card PIN
management (Figure 3).

Smart card PIN change

SCM Microsystems Inc. SCR33x USB Smart Card Reader 0

Enter your old PIN and your new PIN.

[l Change PIN

E

[ New PN
New PIN confirmation 3

Other Credentials Cancel

Figure 3: PIN change screen on the Windows Vista se  cure desktop

To change the PIN of the smart card in Windows Vista the user will perform the following
steps:

Press Ctrl-Alt-Delete to access the Secure Desktop screen.

Select the Change Password option.

Insert the smart card in the smart card reader attached to the machine,

Select the smart card user tile

Enter the old PIN, the new PIN and confirm the new PIN in the appropriate fields.

I!li The Gemalto .NET v2 Smart Card default PIN Value is 0000
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Smart Card Unblock

A Smart Card user can only attempt to present the value of the PIN a limited number of times.
If the user presents repeatedly a wrong value for the PIN and reaches the maximum number
of unsuccessful PIN attempts  allowed, the card will be blocked.

HH!IE The Gemalto .NET v2 Smart Card default maximum number of unsuccessful
PIN attempts is 5

Once the card is blocked, it can no longer be used. The only way to restore it is by using the
“Unblock Card” procedure.

Unblock Card procedure

The smart card unblock functionality requires the use of an Administrative key that the regular
end user should not have direct access to. The user will require support from a Security
Officer, IT Administrator or Helpdesk Service to complete this operation.

To protect the confidentiality of the Admin Key, the Unblock procedure does not require the
end user to present the Admin key directly. Instead, a challenge-response procedure is used:

1. The user retrieves a Challenge from the card

2. The user communicates the Challenge to the IT Admin / Helpdesk

3. IT Admin / Helpdesk combine the Challenge (8 bytes) and the user’'s Admin Key (24
bytes) using the Triple DES algorithm to calculate the uniqgue Response (8 bytes) to
the challenge.

H“!IE The Gemalto .NET v2 Smart Card default administrative key value is 0000..0000
(24 bytes, 48 digits long)

4. IT Admin / Helpdesk communicate the Response to the end user.

5. The end user enters the Response value and defines a new value for the user PIN,
which will be established once the Card Unblock has completed.

6. The smart card confirms that the Response provided is correct, by comparing the
value entered by the user with one generated within the card using the Challenge
generated by the card and the Admin Key stored in the card. If both values match,
the card unblock is successful, the new user PIN is established and the PIN attempt
counter is reset.

It is important to note that, same as for the Verify PIN procedure, the Unblock Card procedure
is protected by a maximum number of unsuccessful unblock attempts . Once the
maximum number of unsuccessful unblock attempts is reached the card will be permanently
blocked even to an administrator, and all data stored in the card becomes permanently
inaccessible. For this reason it is important to perform the unblock procedure with great care.

HHHE The Gemalto .NET v2 Smart Card default maximum number of consecutive unsuccessful
Unblock Card attempts is 5
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Same as for the Change PIN procedure, the process and tools used to unblock a Smart Card
in Windows Vista and previous Operating Systems are different:

Unblock a Smart Card using Windows 2000, XP or Serv  er 2003

In Windows 2000 SP4, Windows XP SP2, and Windows Server 2003 SP1 and later, the
same Smart Card PIN Tool used for changing the value of the PIN can also be used to
unblock the card and define a new value for the PIN.

Note that in order to use the PIN Tool the user must access to a machine that is logged in,
and it won't be possible to login using the user's smart card credentials because the card is
blocked. Accordingly, if the user's company security policy imposes smart card logon, the
user will have to access another already logged machine (for example, a coworker’s system
or a kiosk machine) in order to gain access to the PIN Tool to perform the Card Unblock.

The PIN tool provides the following interface unblock the card:

Smart Card PIN Tool |E|

Change PIN | Unblock |

To unblock your card, vou will need to call vour smart card
adminiztrator and read the information from the Challenge box to
the technician. v'ou will chooze a new PIM for pour card.

Prezs the 'Unblock' buttan to begin,

Challenge | |

Reszponze | |

Mew PIN | |

Canfirrn Mew PIN | |

Unblock, 1] Cancel

Cloze

Figure 4: Unblock tab of the Smart Card PIN Tool

With the blocked card inserted in the reader attached to the machine, when the user clicks on
the Unblock button, the Smart Card will return the 16 digits Challenge , and will enable the
Response, New Pin and Confirm New Pin boxes allowing the user to enter the
corresponding values according to the process previously described. Once the user clicks the
OK button, the Response and New PIN values will be transmitted to the card to complete the
card unblock.
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Unblock a Smart Card using Windows Vista

Same as for the Change PIN functionality, the Smart Card Unblock is integrated into the
Windows Vista Secure Desktop. However, it is not configured by default and must be
explicitly enabled via Group Policy  (See Appendix for details on how to Enable Smart Card
PIN Unblock in Windows Vista). When this feature is enabled, the user is presented with the
Smart Card Unblock screen (Figure 5) when logon is attempted using a blocked smart card.

Smart card unblock
SCM Microsystems Inc, SCR33x USB Smart Card Reader 0
Call Help Desk at 512-555-1234

n Unblock smart card

8D18 8DDA 1EB7 EB89
E—
I

Other Credentials Cancel

Figure 5: Smart card Unblock screen in the Secure D esktop of Windows Vista
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Administrator tools for Card Unblock

The Smart Card Unblock process requires the administrator to be able to calculate the
response to a Challenge provided by the smart card of any end users that he/she is
responsible for. This in turn means that the administrator shall:

1) Know or somehow have access to, the administrative key values for all smart
cards in use.

2) Have access to a Triple DES tool to calculate the Response based on the
Challenge and the administrative key of a given user’s smart card.

None of the Windows Operating Systems provide any means for administrators to handle the
secure back-end storage of the users’ smart cards Administrative keys. Nor do they provide a
back-end tool to calculate the response to a challenge.

These features will be commonly provided by any commercial BaseCSP compliant Card
Management System (CMS) , including Microsoft’s Identity Lifecycle Manager (ILM)

| Test user’s of Gemalto .NET cards can find an Unblock Card tool available at our product website
www.netsolutions.gemalto.com _, in the Utilities menu. The tool allows users to unblock their card ,
I provided that the Admin Key has not been changed from its default value( 0000..0000).

Automated card unblock

The unblock card process, as described above, forces the end user to interact with an
administrator that verifies the end user’s identity prior to providing the response code. It is
perfectly possible, however, to automate the response calculation process in order to avoid
involvement of the administrator. In this case, the identity check performed by the
administrator could be replaced by an online identity questionnaire. This capability could be
provided by or customized for any given Card Management System. In any case it is out of
the scope of the current document
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How to test and manage Gemalto .NET Test Cards

Gemalto .NET Utilities is a portal offering a set of web based tools that enable, among others,
the following operations:

PIN Management
B Change PIN
EE Unblock PIN

Certificate Management
E® View on-card certificates
EE Delete certificate
EE Delete all certificates
EE Load P12 Key Pair (coming soon)

Card Management
¥ Check Card Characteristics
BE Check active on-card services
BE Load a .NET Assembly

All these services are freely available and fully functional on Gemalto .NET cards. The only
restriction is that the card administrative key must not have changed from its default value.

H|I!|E The Gemalto .NET v2 Smart Card default administrative key value is 0000..0000
(24 bytes, 48 digits long)

To use Gemalto .NET utilities visit www.netsolutions.gemalto.com and select the Utilities

gemalto”

security to be free

4 Go to Protiva Site Home | Solutions | Resellers | News & Events | Partners | Forum | Contact |

-NET Utilities

Change PIN

Certificate Management

Load Assembly

Cryptogram Calculator

Sample Access Manager (SAM) Assembly

It helps you unblocking the PIN of your Smart card.

Challenge: Get Challenge
Admin key: 000000000000000000000000000000000000000000000000 ‘
Response: Calculate Response ]
New PIN: =
Confirm PIN:
Help
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Appendix A: Enable Unblock Card in Windows Vista

The Unblock Card feature in the secure desktop user interface is not enabled by default in
Windows Vista. It can be enabled by an administrator modifying the Group Policy through the
Microsoft Management Console (MMC):

1. On the Start Menu, type MMC in the Start Search box and then press Enter.

2. When prompted to run Command Prompt as an administrator, click Allow. This will
open the Microsoft Management Console window.

3. Inthe Consolel window, click on the File menu and select Add/Remove Snap-in.

4. Inthe Add or Remove Snap-ins dialog box, select Group Policy Object Editor in the
Available Snap-ins pane on the left side, and then click Add.

p
Add or Remove Snap-ins Es
‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins; Selected snap-ins:
Snap-in Vendor £ [:BCDHSDhE Root Edit Extensions. ..
De'-ﬂce Manager Microsoft Remove
Disk Management Microsoft
Event Viewer Microsoft
[AFolder Microsoft | | Move Up
5EGrDl.u:u Palicy Management Microsoft | = 7
= Group Policy Object Editor Microsoft S
- Add =
@, IP Security Monitor Microsoft
@, IF Security Policy Management Microsoft
@ Link to Web Address Microsoft
ﬁanal Users and Groups Microsoft
a}: MAP Client Configuration Microsoft
.EJ, Performance Diagnostic Con... Microsoft _
14 i | 3 Adyanced. ..
Description:
This snap-in allows you to edit Group Policy Cbjects which can be linked to a Site, Domain, or Organizational Unit in the Active
Directory or stored on a computer.
h CK I [ Cancel
Figure 6: “Add or Remove Snap-Ins” dialog box
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5. You can either enable unblock for the local computer only, or for all machines in the
domain.

a) To enable unblock on the local machine (only), you must be logged as
administrator on the local computer. Select Local Computer in the Group Policy
Object control (Figure 7). Click Finish to close the Select Group Policy Object
dialog box

Select Group Policy Object E
Welcome to the Group Policy Wizard g
—

Group Policy Objects can be stored in the Active Directory
or on a local computer.

Use the Browse button to select a Group Policy Object.

Group Policy Object:
Local Computer]

Browse...

[ Allow the focus of the Group Policy Snap-n to be
changed when launching from the command line. This
only applies if you save the console.

< Back h Finish I| Cancel |

Figure 7: “Select Group Policy Object” dialog box

b) To enable unblock on all machines in the domain, you must be logged to a
Domain Controller as a Domain Administrator. Select Default Domain Policy in
the Group Policy Object control (Figure 8). Click OK, then Finish to close the
Select Group Policy Object dialog box

Browse for a Group Policy Dbject B

Domains/0Us I Sites | Computersl Al I

Laok in: I@ rajesr-schetaZlhdom. nttest. microsoft. com j ﬁ' T
Domaitg, OU s and linked Group Policy Objects:

Mame I Dlomair |
D amain Controllers.rajesr-schetaZlhdom.nttest. micrao..
%[ efaulk Domain Palicy

ak. I Cancel |

Figure 8: “Browse for a Group Policy Object” dialog box
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Click OK In the Add or Remove Snap-ins dialog box to close it.
Back in the Consolel window, click on the Local Computer Policy node in the left side
pane, then click on Computer Configuration, Administrative Templates,

Components, and finally click on Smart Card,

Double-click Allow Integrated Unblock screen to be displayed at

the center pane (Figure 9).

time of logon

Windows

in

5 =

e e e

File | Action

View Favorites Window Help

Smart Card]

[=1[=]x]

=
4 = Local Computer Policy
4 i Computer Configuration
I» [ Software Settings
4[] Windows Settings
|= Scripts (Startup/Shutde
(- = Deployed Printers
3 i; Security Settings
© yli Policy-based QoS
4 8 Administrative Templates
i [ Control Panel
» [ Network
] Printers
[ System
4 | Windows Components
7] ActiveX Installer Se
] Application Comps
] AutoPlay Policies
[ Backup
] BitLocker Drive Enc
] Credential User Intt
1 [] Desktop Window M
| Digital Locker
1 [2] Event Log Service
7] Event Viewer
[ Game Explorer
] Import Videa
1> [ Internet Explorer
] Internet Informatio
] MetMeeting
| Metwork Projector
7] Online Assistance
] Parental Controls
] Presentation Settin
=] RSS Feeds
] Search
] Security Center
| Shutdown Options
] Smart Card
] Sound Recorder
4 m +

Console Root

o

Allow Integrated Unblock screen to
be displayed at the time of logon

Display Properties

Requirements:
At least Windows Vista

Description:

This policy setting lets you determine
whether the integrated unblock
feature will be available in the logon
User Interface (UI).

In order to use the integrated unblock
feature your smart card must support
this feature. Please check with your
hardware manufacturer to see if your
smart card supports this feature.

If you enable this policy setting, the
integrated unblock feature will be
available,

If you disable or do not configure this
policy setting then the integrated
unblock feature will not be available.

Setting State

i-| Allow certificates with no extended key usage certificate attribute

splayed at the time of logen

ow Integrated Unblock screen to by

Allow signature keys valid for Legon Mot configured
liz] Allow time invalid certificates Mot configured
|i=] Turn on certificate propagation from smart card Enabled
\i| Configure root certificate clean up Mot configured
|| Turn on root certificate propagation from smart card Enabled

\iz| Filter duplicate logon certificates
\i=| Force the reading of all certificates from the smart card

|iz| Display string when smart card is blocked

| Reverse the subject name stored in a certificate when displaying

|iz] Allow user name hint

Mot configured
Enabled

Mot configured
Mot cenfigured
Enabled
Mot configured
Mot configured

Actions
Smart Card <
More... »

Allow Integ... =

More... *

Extended /(Standard/

Figure 9: Local computer policy objects for smart ¢

15

ards

Gemalto .NET 2.0 smart card PIN management in a Microsoft Windows environment

gemalto™




9. Select the Enabled option button, and then click OK (Figure 10).

Allow Integrated Unblock screen to be displayed at the time of I... F 5[5

Setting | Bxplain

ﬁ Allow Integrated Unblock screen to be displayed at the time of logon

() Not Corfigured
" Disabled

Supported on:  Microsoft Windows Vista or later

[ ok || Canesl || ooy

Figure 10: “Allow Integrated Unblock screen to be d isplayed at the time of logon”
dialog box

At this point, we can also define a custom message to be displayed when the Smart Card is
blocked. The main use of this message is to provide a phone number for users to call and
obtain the response to challenge to unblock the card. You can see an example of the Unblock
card Secure Desktop interface including an Unblock Display String back in Figure 5.
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To set the Unblock Display String, do the following:

10. Back in the Consolel window, still with the Local Computer Policy node on the left
side pane, down at Computer Configuration, Administrative Templates, Windows
Components, Smart Card, double-click on Display string when smart card is
blocked on the right side pane (Figure 9).

11.

Select the Enabled option button and type the string to display on the Unblock screen
in the Display string when smart card is blocked text box, and then press OK (Figure
10)

Display string when smart card is blocked Properties -7 ==l

Setting | Bxplain

@ Display string when smart card is blocked

() Not Configured
(@ Enabled
(7 Disabled

Display string when smart card is blocked

|CALL Help Desk @& 512-555-1234 and click |

Supported on: At least Windows Vista
Previous Setting ] [ MNext Setting ]

Figure 11: “Display string when smart card is block ed” dialog box
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